Abstract: Optical coherence tomography (OCT) is an emerging technology for high-resolution cross-sectional imaging of three-dimensional structures. In the past, OCT systems have been used mainly for medical applications, especially ophthalmological diagnostics. As the OCT system is capable of exploring the internal features of an object, the authors apply OCT technology to document security and fingerprint-based biometrics by directly retrieving the two-dimensional information form of a multiple-layer information carrier and internal human body objects. Since a typical depth-resolution of an OCT system is of micrometre scale, an information carrier having a volume of 20 mm Â 20 mm Â 2 mm could contain 200 mega-pixel images. On other hand, the technologies used in conventional biometrics can be easily fooled and tampered with by using artificial dummies, because these ID features are extracted only from the surface of the skin. Hence the use of OCT to explore the internal biometrics becomes increasingly important.
Introduction
Traditional biometric technologies used for security and person identification essentially deal with fingerprints, hand geometry and face images. However, because all these technologies use external features of human body, they can be easily fooled and tampered by distorting, modifying or counterfeiting these features. Therefore to extract the internal features of human body that are unique to an individual is becoming a new and important trend for biometrics. Except the well known technologies for iris and retina recognition, other versatile technologies for internal biometrics have been currently developed, such as vein scan technology that identifies a person from the patterns of the blood vessels in the hand [1] [2] [3] ; skin pattern recognition technology, which measures the characteristic of an individual's skin [4] and finger nailbed identification that is based on the distinct groove spatial distribution of the epidermal structure directly beneath the fingernail [5] . However, all these technologies are based on two-dimensional (2D) surface scanning to extract specific biometric characteristics and, thus, could be easily spoofed by different fraudulent methods. The technology that can explore the internal unique features of the human body becomes very attractive, for example, the multispectral fingerprint detection [6] . The multi-spectral imaging device captures subsurface information about the finger that makes it difficult to spoof. Although this type of sensor is further designed to gain subsurface images, it still falls into the category of 2D imaging. Because this spectral information is the result of the integration of all the subspectral-informations emitted from different depths, it does not have the capability of exploring the cross-sectional structures of an object.
For object/document identification, the most prevalent technology is the use of 1D or 2D physically imprinted patterns, such as barcode and passport code. The visibility of the imprinted pattern is vulnerable to counterfeiting. From the viewpoint of security, multiple-layered imprinted patterns with tiny sizes and invisibility to the human eye, will be of great importance for the security applications.
In summary, a technology that has the capability to probe the internal structure of multilayered tissues or pre-encoded information carriers will be a new powerful tool for security and document identity and different biometric applications. Optical coherence tomography (OCT) could be such a technological solution.
OCT systems
OCT is a recently developed optical imaging technique that permits high-resolution cross-sectional imaging of an object. The first OCT system was reported by Huang et al. in 1991 [7] , and since then OCT technology has been attracting attention from researchers all around the world. For the past decade, more than 1000 papers have been published by the scientific community, and new OCT imaging theories and applications have been continuously developed and reported. A good survey book and a review article are provided in [8, 9] .
Most OCT systems use point-scanning-based technology, especially optical fibre-based interferometers. In time-domain OCT, depth scanning is achieved by the longitudinal translation of a reference mirror, and a sectional image is obtained by using scanning mirrors that laterally scan a focused probe beam on a test sample. Such three-axis scanning makes the system relatively slow and cumbersome. To increase the acquisition speed and eliminate the need for lateral scanning, parallel detection schemes have been investigated. Parallel OCT systems illuminate the entire 2D target and collect light from all pixels simultaneously. These parallel OCT systems are usually called full-field OCT systems. A few OCT systems working directly on 2D full-field images were recently reported [10] [11] [12] [13] . The optical fibrebased OCT has high sensitivity with relatively low frame rate, whereas the full-field OCT has fast image acquisition ability with relatively low signal-tonoise ratio.
In the past decade, OCT systems have been developed mainly for medical and biomedical applications, especially for ophthalmological, dermatology, dentistry and cardiology diagnostics [7 -9] . These successful applications can be easily extended to the internal biometrics, especially for iris/retina recognition, nailbed and skin pattern identification. Besides image recognition with the 2D cross-sectional tomography, OCT can also perform three-dimensional (3D) shaping of the biometric object, say 3D profile of iris and fingerprint. These new features make the biometrics system more discriminability and more robust against fraudulency. To take the advantage of being capable to probe the internal structure of an object, Chang et al. [13] developed a full-field OCT system for information encoding and retrieving from a multiple-layer information carrier, info chip. Because OCT has the resolution of micrometre scale and the ability of peeling cross-sectional images from developed internal structures of an object, it has potential applications in documents security and object identification. As an info chip can be made by using non-scattering clear materials, the annoying signal/noise issue will no longer be a major problem in this circumstance, so that the specific hardware such as smart pixel device, lock-in detection apparatus and complicated software designed to deal with the scattering effects in digital signal processing can be greatly simplified. In addition, as it does not requires x-y axes scanning mechanism, the 2D parallel OCT could be the simplest and most practical imaging system for applications in multiplelayer information extraction.
The standard depth-resolution of an OCT system is at micrometre level. If a 20 mm Â 20 mm sampling area with a 1024 Â 1024 CCD array is used in the OCT system having 10 mm depth-resolution, an information carrier having a volume of 20 mm Â 20 mm Â 2 mm could contain 200 mega-pixel images. Because of its tiny size and large information volume, the information carrier with its OCT retrieving system will have potential applications in documents security and object identification. In addition, as both the information carrier and information coating can be made by transparent material, the signal-to-noise ratio will be improved dramatically.
As mentioned above, there are two basic configurations of OCT, which are illustrated in Figs. 1a and 1b. Both of these configurations are interferometer-based systems, consisting of a light source, reference arm, sample arm and camera/ photodetector. The light sources used in OCT systems are broadband, low-coherence sources. The coherence length of these light sources directly determinates the depth-resolution of the OCT system. Fig. 1a is a Michelson free-space interferometer-based system used for full-field OCT. It is possible to produce large working area that is at centimetre level or higher. Fig. 1b shows a basic configuration of a time-domain fibre-optics-based OCT system. The optical source in this system was a low-coherent superluminescent laser diode with wavelength of 1310 + 15 nm. The images captured were 450 Â 450 pixels. In-depth scanning was up to 2.2 mm (in air) whereas lateral scanning was 2. 
Multilayer information extraction and document identification
Because the OCT has micrometre-resolution and the ability of peeling cross-sectional images from different layers of an object, this technology has promising applications in document security and object identification. The full-field OCT technology can be used to directly retrieve the 2D information prestored in a multiple-layer information carrier, namely, infochip, which has a tiny size and large information volume containing multilayer 2D data such as texts, images and so on. Because this information carrier can be made by low-scattering transparent material, the signal-to-noise ratio will be improved dramatically.
OCT utilises a partial coherence light source and interferometer to extract the cross-sectional images at different depth. The interference image captured by a camera is given by
The above equation indicates that the image received by the camera, I(x, y), consists of three parts. One is the background image I 0 (x, y). Another part, A i is the tomographic image of the ith layer and sinf item represents the interference fringes. To extract the tomographic image hidden in background and interference fringes, the traditional methods are based on images obtained at different phase steps.
Chang et al. proposed an algorithm [13] , in which phase difference between two interference images, I 1 and I 2 , can be an arbitrary value w, and the tomography can be found by
However, (2) needs to know the phase-shift angle a priori. To solve the A i (x, y) without knowing the value of phase-shift, more phase-shift images have to be presented. Two algorithms can be derived from well known four-or five-step phase-shift equations, which are originally proposed to find the interference phase function f(x, y). The Carré equations [14, 15] of four-step phase-shift are given by
where w is a constant phase angle and 2w the phase shift added to each step. The tomographic image can be solved by
Note when w ¼ n p/2, where n is an integer, a correct table has to be used to avoid the presence of singularity [16] . As for the five-step method, Hariharan equations [14, 16] 
could be used to solve the tomography, which is expressed as
where
w can not be np.
Either a four-or five-step algorithm has to calculate the angle of phase step for each pixel in the captured interference images. The computation is relatively heavy, particularly when the image is large, since algorithms are pixel-based operations.
Chang et al. proposed a derivative-based algorithm, which does not need to handle the trigonometric functions. This algorithm is about three times faster than the traditional four-or five-step algorithms [17] . In fact, (1) of an OCT interferometer is a function of time variable when the interferometer scans axially through a sample
where I 0 (x, y) is a constant background image and v ¼ 2pf, f represents the central frequency of the light source. When the light source is a lowcoherence source, as is the case in most of the OCT devices, (9) becomes
where C r (x, y, t) is the envelop of autocorrelation of the light source. As is well known, C r (x, y, t) changes as a Gaussian distribution with axis moving and determines the coherent length D c , that is, the axis-resolution of an OCT system. However, when a small shift d is made, d ( D c , C(x, y, t) can be considered as 1 and the tomography of the current layer A i (x, y, t) can be considered as constant, that is, A i (x, y, t) ¼ A i (x, y).
In this assumption, the first, second and third derivatives of I(x, y, t) with respect to scanning t can be expressed by
respectively. Combining (11) - (13) by
we have
Because multiple phase-shifted images are taken in a time sequence, the derivatives have to been expressed by discrete differences of four sequential images I 1 (x, y) I 4 (x, y). Thus, the first, second and third difference of I(x, y, t) can be given by
Therefore (14) becomes (15) where C ¼ 1/v 4 . Concerning that C is a constant and to avoid presence of complex value, a practical algorithm is proposed as Hence the tomography of ith layer of the sample can be solved without finding the phase-shift angle.
Full-field OCT system used in the experiments is shown in Fig. 1a , which is a Michelson interferometer equipped with a vision and motion controller. The light source is a superluminescent diode (SLD), whose central wavelength and bandwidth are 830 and 15 nm, respectively. Its coherence length, that is, depthresolution of the OCT system, is 20 mm. The area camera used in the experiment is a product of PULNiX model TM-7CN. It has 768 Â 494 pixels with a sensing area of 6.41 mm Â 4.89 mm. Each pixel has 256 (8 bit) grey levels. The lateral-resolution of the OCT system is determined basically by the magnification of the image lens and resolution of the camera. As the pixel-width of the CCD sensor is 8.3 mm and magnification of the imaging lens is 2Â, the system lateral-resolution will be 4.15 mm. The numerical aperture of the imaging system is about 0.1. A computer is used to control the acquisition time of the camera and the scanning step of the reference mirror, which has a minimum moving step of 38 nm. A four-layer info carrier is used as the sample that contains two layers of text patterns and two layers of fingerprints, as shown in Fig. 2a . Four slide glasses are used as the substrates, whose refractive index is n ¼ 1.58. A layer of letters is deposited on the glass with material of HFO 2 (n ¼ 1.85). The thickness of the coating is about one quarter wavelength, around 200 nm. The view area of the sample is about 15 mm Â 15 mm. Fig. 2b shows the image of the sample directly viewed by the camera. All the four images are fused together and the fingerprint patterns are almost impossible to recognise. Figs. 2c -2f provide the tomographic images extracted from layers one to four, respectively.
The SLD used in experiment is about $5000, which is the most expensive part in our OCT system. Recently, we have used halogen bulb as the light source in a fullfield OCT. Because its bandwidth is 200 nm, the depthresolution could be about 0.9 mm. That means the potential information content in depth is about 20 times larger than the SLD light source. Another benefit is the cost: a halogen lamp is only about $10. However, the tuning up of this system is extremely difficult, if done manually. An automatic detection method must be introduced to find the exact interference position. Fig. 3 provides a set of images derived from a halogen-light-based OCT system. Two glass wafers with different text, 'NRC' and 'OCT', on their surface are placed together. This system successfully extracts each layer with a depth-resolution around 1 mm. A problem with this broadband OCT is the dispersion. When more layers are bonded, a compensation procedure has to be considered.
2D and 3D fingerprint recognition with OCT
Comparing with other biometric identification techniques, such as iris recognition, face recognition and hand-geometry verification methods, fingerprint recognition owns several merits, which make it the most popular. First, the fingerprint recognition has high permanence, since fingerprints form in the fetal stage and remain structurally unchanged throughout the person's life. Secondly, it has high distinctiveness -even identical twins possess different fingerprints. In addition to high universality, a majority of the population have legible fingerprints, more people than have licences and passports. Last but not the least, fingerprint acquisition is non-intrusive and it requires no training, which shows high acceptability. However, with less than $10 worth of household supplies, artificial fingerprint gummies can be made and easily spoof the fingerprint system [18] . An enhanced fingerprint recognition system needs to be developed to deal with these fraudulent methods. During the past years, valuable improvements have been achieved by several scientific groups to enhance the surface-scanning-based fingerprint system. Making use of a fast fingerprint enhancement algorithm, which could improve clarity of the fingerprint surface structures and based on the estimated local ridge orientation and frequency, the verification accuracy and the false reject rate (FRR) could be improved [19] . However, the improvement in the fingerprint recognition field was focused on obtaining a lower FRR and false accept rate, which made no contribution to detect whether artificial fingerprints were presented. Here we applied OCT techniques to detect and identify artificial material commonly used for spoofing the surface-scanning-based biometric systems.
As we mentioned above, the OCT technique has unique ability of in-depth and lateral scanning to capture 2D images with resolution up to a few microns. In this way, by analysing OCT images additional artificial layers above the real finger could be identified. Our previous study [20] has also demonstrated that the OCT can be potentially applied to identify artificial fingerprints, which could be made of various artificial materials. In addition, artificial fingerprint dummy and real human tissue could be effectively distinguished by autocorrelation analysis of speckle-noise of OCT images and signals [21] . Therefore artificial materials used to make fingerprints can be potentially detected in the new generation of OCT-enhanced fingerprint systems. Fig. 4a shows typical cross-sectional 2D OCT image, which exposes artificial material layer placed over real human tissue. From this figure, one can see that characteristic layers of human skin (stratum corneum, epidermis and dermis) are shifted down because of the presence of an additional layer corresponding to the material. Gross picture of this artificial fingerprint dummy is shown in Fig. 5b . The thickness of the dummy was about 150 mm. Although the ridges and valleys of the artificial fingerprint are tiny and transparent, all of them could be clearly detected in OCT 2D image (Fig. 4a) . Additionally, the artificial fingerprint layer can be further exposed and analysed from the related OCT signal curve shown in Fig. 4b . Each pixel in Fig. 4a could be converted to an equivalent intensity value and hence the whole 2D image can be seen as a 2D intensity value matrix with 450 Â 450 components. The OCT signal curve reflects the general profile of how the light goes through absorbing/scattering objects and how the photons reflect back [3] . The two high peaks stand for the surfaces of the artificial and the real fingerprint layers, respectively. After the second peak, which is the stratum corneum of the skin, typical OCT signals corresponding to epidermis and dermis can be seen. Thus, both the 2D OCT image and corresponding signal curve clearly show presence of an artificial fingerprint layer placed above the real human finger.
The female mould for the artificial fingerprint dummy, which was made of plasticene (Dixon Ticonderoga Company, Mexico), is shown in Fig. 4a . The corresponding male mould from the female mould, which is also called artificial fingerprint dummy, is made of household cement (ITW Devcon Corp., Mass.) and is illustrated in Fig. 4b . Testing experiments between a commercially available fingerprint scanning system (Microsoft Fingerprint Reader, Model: 1033, Redmond, WA) and the OCT system were carried out. First the real fingerprint patterns, such as thumbs, forefingers, middle fingers and ring fingers, from both hands of a volunteer, were registered into the fingerprint scanning system using a computer. Secondly the same fingers were used to prepare the corresponding artificial fingerprint dummies. Thirdly the dummies were placed over another person's real finger and were tested by both the commercial fingerprint reader and the OCT system. This dummy in Fig. 4b spoofed the fingerprint scanning system mentioned above continuously (n ¼ 10). However, at the same time the OCT system could recognise the artificial fraudulent dummy every time successfully and provided typical detection images as shown in Figs. 3a and 3b . This dummy was used to bypass a commercially available fingerprint scanning system.
As we mentioned earlier, OCT technique is capable of capturing 3D whole fingerprint patterns. The reconstructed surface fingerprint profile of the artificial fingerprint dummy (Fig. 5b) is shown in Fig. 5c (by using VolView2.0, Kitware Inc. software). This image consists of 100 slices of 2D OCT images. The interval between each neighbourhood 2D image is 50 mm and the 3D scanning orientation is perpendicular in the respect to the 2D image plane. The typical ridges and valleys on the artificial dummy can be seen from this image, which demonstrates that the OCT technique can provide the depth and longitude image information and capture surface fingerprints.
As the artificial fingerprints are normally made by translucent materials, the full-field OCT becomes a powerful tool to fast and effectively recognise those dummies. Full field OCT can detect both surfaces of a dummy: fingerprint surface and non-print surface, which do not exist in a real finger. In addition, a fullfield OCT can explore the internal structure within these two surfaces, which is also different to a real finger. Fig. 6 shows another set of cross-sectional images obtained from an artificial dummy by a fullfield OCT system. During the depth scanning, two obvious surfaces of the dummy were found that exhibited different features. The outer surface shows a smooth 2D curve, Figs. 6a -6f, which does not exist in the real fingerprint; however, the inner surface shows segmented fingerprints at different layers, Figs. 6g-6l.
The summation of Figs. 6a -6f is given by Fig. 7a , which is a bright area without any fingerprints in it. (As the image sampling separation is sort of too broad, 40 mm, so that the black fringes appear when they are overlapped.) Fig. 7b shows the summation of these segmented fingerprints, as shown in Figs. 6g -6l . Fig. 7c demonstrates the summation of all those tomographies, which completely destroys the fingerprint and is totally different to the image captured by a common 2D camera used in a fingerprint recognition system Fig. 7d . Fig. 8 provides another set of rotated 3D volume data. The red parts show the internal structure of the dummy, which are totally different to the internal tissues of a real finger. The presence of them and the patterns of those two surfaces prove that the object is an artificial fingerprint dummy.
Discussion and conclusions
OCT provides a new powerful tool for the applications of security and document identification. By extending the existing biometrics that are based on surface scan of external features, the OCT system can probe and extract the internal features of multilayered objects and tissues, and is more robust against tampering and counterfeiting. In this study, we demonstrated that the OCT technique could be successfully applied for detection of artificial materials commonly used to make fraudulent fingerprints. Overall, our results demonstrated that (i) current commercial fingerprint systems have security flaws and could be easily spoofed by fingerprint dummies; (ii) high-resolution OCT 2D images and corresponding signal curves could clearly present the artificial materials at all times and (iii) OCT is capable of providing highresolution 3D images for security identification reference. Our future research will be focused on increasing the OCT 3D image acquisition rate and applying the current pattern recognition method in processing OCT images (2D and 3D) to better distinguish not only the fraud/real person but also the artificial fingerprint layer, which can spoof the current fingerprint reader, in order to better enhance the security systems.
As for the document security, it is possible to extract the cross-sectional 2D information, for example text, image, phase-relief, micro 3D profiles and so on, fused in multiple-layers. Because the OCT system has the depth-resolution at micrometre level, the information carrier could be fabricated in a tiny size. By bonding all the information together in a tiny carrier and then covering it by a special wavelength window, an info chip is created. To date, there is no associated technology to peel them layer-by-layer, except the OCT system.
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